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History (ARPANET)
• By 1969, a simple network consists of two sites:
UCLA and Stanford Research Institute
– Shortly on November 1, site 3 in UC Santa Barbara
– In December, site 4 in Utah
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History (The Gateway)
• In 1973
– Gateway: A machine that would be a routing computer
operating between the different networks
– Communication between all gateways attaching the
networks would share a common header
– The specific traffic indigenous to the network would be
encapsulated behind the header
– The header would be used to route the traffic between
the networks
– When the traffic arrived at the final destination, the
routing header would be discarded

History (Accounting for Traffic)
• How to account for the reliability and integrity of
the traffic
• End-to-end argument: Keeping the gateways and
routing protocols and the operations within the
network as simple as possible
– Require the hosts rather than the gateways to be
responsible for recovering from the errors and problems

• TCP (transmission control protocol) in 1975
TCP/IP
– Responsible for integrity operations as well as routing

2

The Internet
Today

• Consist of regional and national networks
• Internet user connects to the Internet via an ISP
• ISP connects through backbone operators to other ISPs
by agreements called peering arrangements
– Exchange of traffic occurs at “core routers”
– Points of Presence (POP) provided by national ISP
– Network Access Point (NAP) enables customers of one
provider to reach customers connected to another provider

Internet Protocol Layer + Others

3

•

How the Layered Model
PDU
Operates

Peer Layer Communications
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Examples of an Invocation

Examples for Names
• Uniform Resource Identifier
– A formatted string to denote a resource independent of
its current location or value
– A special case: Uniform Resource Location (URL):
• Format: scheme://resource
• http://www.foo.com/coolpic.ps
• ftp://ftp.foo.com/pub/coolpic.ps

– Another case: Uniform Resource Name:
• ISBN

• resource’s name: www.foo.com
• sip address or email address: JBrown@acme.com
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Link (Physical) Address
• Communication between users in Internet usually
needs two addresses: IP address and link address
• Sender (source) and receiver (destination) address
• Link address: usually 48-bit address
– MAC address for LAN, HDLC address or link address for
non-LAN links

MAC Address
• (OUI) organization unique identifier – 24 bit
• OUI 48-bit MAC address
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Network Layer Addressing
• A higher layer address than the link address
• Relaying or forwarding does not need link address
• In LAN, look up, encapsulation, and decapsulation

IP Address Format
• 32-bit numbers
– {Network ID, [subnet ID, host ID}

• Dotted-decimal notation
– 140.252.13.33

• Look at the first number of
a dotted-decimal address
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Examples of IP Addressing
• Network address: 176.16.0.0
• Four subnets

Address Mapping
Protocols

• ARP: destination IP address
destination MAC address
• Proxy ARP: destination IP
address proxy MAC address
– Need a proxy

• RARP, BOOTP, DHCP: source
MAC address source IP
address
– Need a server
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ARP
(0x0806)

Processing the Datagram
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Example of a Routing Table

Routing Table Maintenance
• Adding and Removing Entries in the Routing Table
– Dynamically
• By routing protocols (will be discussed in later chapter)

– Manually
• Using configuring commands, e.g., in Linux:
– route add –net 192.168.18.0 netmask 255.255.255.0 eth0
– Synopsis:
» route [add|del] [-net|-host] target netmask nm [gw gw] intf
– Also, use route –n to check the routing table

• Secondary Addresses in the table
– Assigning multiple addresses to an interface is possible
• Not enough hosts in the network
• Multi-netting: Layering a network on top of another network
– Separated subnetworks
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Format
1.
2.
3.
4.
5.

TOS
Fragment Offset
Time to live
Protocol
Option

Fragmentation and Time-to-live Fields
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Fragmentation Examples
• Bit 0: reserved
• Bit 1: 0= fragmentation and 1 = don’t fragment
• Bit 2 (M bit): 0 = last fragment and 1 = more
fragments

An Example
• Overall Length
is not in carried
in the datagram
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Example of Redirect Errors
• Sent by router to a host

Overview of Routing
• Forwarding vs Routing
– forwarding: to select an output port based on
destination address and routing table
– routing: process by which routing table is built

• Network as a Graph
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• Problem: Find lowest cost path between two nodes
• Factors
– static: topology
– dynamic: load
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Route Advertisement
• A way to dynamically build up the routing table in
routers
• Distance Vector
– Distance: e.g., number of hops
– Propagation-based: only send the RA to neighbors
– Information contained in RA: the whole routing table

• Link State Metric
– Link state: e.g., bandwidth, transmission delay
– Flooding-based: send the RA to all the routers in RD
– Information contained in RA: all states of links incident
with the router

Distance Vector Protocols
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Example for Routing Loops
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Routing table in B

Routing Loops
• Example 1
–
–
–
–
–
–

F detects that link to G has failed
F sets distance to G to infinity and sends update to A
A sets distance to G to infinity since it uses F to reach G
A receives periodic update from C with 2-hop path to G
A sets distance to G to 3 and sends update to F
F decides it can reach G in 4 hops via A

• Example 2
–
–
–
–
–
–

link from A to E fails
A advertises distance of infinity to E B will receive
B and C advertise a distance of 2 to E B and C will receive
B decides it can reach E in 3 hops; advertises this to A
A decides it can read E in 4 hops; advertises this to C
C decides that it can reach E in 5 hops…
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Loop-Breaking Heuristics
• Set infinity to 16
• Split horizon
– If B has the route (E, 2, A) in its table, then it
knows it must have learned this route from A
– Whenever B sends update to A, it does not include
(E, 2)

• Split horizon with poison reverse
– B actually sends that route back to A, but it puts
negative information in the route to ensure that A will
not eventually use B to get to E, e.g, (E, ∞)

RIP format
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Link State
Metric
Protocols

Shortest Path
First
Operations
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Route Calculation
• Dijkstra’s shortest path algorithm
• Let
–
–
–
–
–

N denotes set of nodes in the graph
l (i, j) denotes non-negative cost (weight) for edge (i, j)
s denotes this node
M denotes the set of nodes incorporated so far
C(n) denotes cost of the path from s to node n

M = {s}
for each n in N - {s}

C(n) = l(s, n)
while (N != M){

M

M union {w} such that C(w) is the
minimum for all w in (N - M)
for each n in (N - M)
C(n) = MIN(C(n), C (w) + l(w, n ))

}

• via A, c(B)=5, c(C)=10, c(D)= ∞
• via B, c(C)=min{5+3,10}=8,
c(D)=min{5+11, ∞ }=16 C
• via C, c(D)={8+2,16}=10 D

B
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Scaling Issues
• Scalability of routing
– We need to find ways to minimize the number of
network numbers that get carried around in routing
protocols and stored in the routing tables of routers.

• Address utilization
– Make sure that the IP address space does not get
consumed too quickly.

• Still Too Many Networks
– routing tables do not scale
– route propagation protocols do not scale

• Consider class B
– Big forwarding table
router performance

slower to search

degrade

Subnetting
• Add another level to address/routing hierarchy: subnet
• Subnet masks define variable partition of host part
• Subnets should be close to each other. Subnets visible
only within site
Network number

Host number

Class B address
111111111111111111111111 00000000
Subnet mask (255.255.255.0)
Network number

Subnet ID

Host ID

Subnetted address
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Subnet Example

Subnet mask: 255.255.255.128
Subnet number: 128.96.34.0
128.96.34.15

128.96.34.1
H1
R1
Subnet mask: 255.255.255.128
Subnet number: 128.96.34.128

128.96.34.130

128.96.34.139
128.96.34.129
H2
R2
H3
128.96.33.14

128.96.33.1

Subnet mask: 255.255.255.0
Subnet number: 128.96.33.0

Forwarding table at router R1
Subnet Number
128.96.34.0
128.96.34.128
128.96.33.0

Subnet Mask
255.255.255.128
255.255.255.128
255.255.255.0

Next Hop
interface 0
interface 1
R2

Subnet Example
• If H1 is sending to H2, then (255,255,255,128) ^
(128,96,34,139)= (128,96,34,128). H1 sends the
packet to R1.
• In R1, first entry (255,255,255,128) ^
(128,96,34,139)= (128,96,34,128) not match.
• Next entry (255,255,255,128) ^ (128,96,34,139)=
(128,96,34,128) match Interface two
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Forwarding Algorithm
D = destination IP address
for each entry (SubnetNum, SubnetMask, NextHop)
D1 = SubnetMask & D
if D1 = SubnetNum
if NextHop is an interface
deliver datagram directly to D
else
deliver datagram to NextHop

•
•
•
•

Use a default router if nothing matches
Not necessary for all 1s in subnet mask to be contiguous
Can put multiple subnets on one physical network
Subnets not visible from the rest of the Internet

Supernetting (CIDR)
• Inefficient use of Hierarchical Address Space
– class C with 2 hosts (2/255 = 0.78% efficient)
– class B with 256 hosts (256/65535 = 0.39% efficient)

• Assign block of contiguous network numbers to nearby
networks
• Called CIDR: Classless Inter-Domain Routing
–
–
–
–

194.0.0.0/8 (Europe)
198.0.0.0 (North America)
200.0.0.0
202.0.0.0

• Represent blocks with a single pair
(first_network_address, count)

• Restrict block sizes to powers of 2
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Supernet Example
• Use a bit mask (CIDR mask) to identify
block size
• All routers must understand CIDR
addressing
• Example
– 194.24.0.0/21 (Cambridge U)
– 194.24.16.0/20 (Oxford U.)
– 194.24.8.0/22 (Edinburgh U.)

What happens if comes a packet with
194.24.17.4 ?

•

Speaker, AS, Subnet, and
Advertisement
Speaker for AS2 advertises reachability to P and Q
– network 128.96, 192.4.153, 192.4.32, and 192.4.3, can be reached directly from
AS2
128.96
Customer P
(AS 4)

192.4.153

Regional provider A
(AS 2)
Customer Q
(AS 5)

192.4.32
192.4.3

Backbone network
(AS 1)
Customer R

192.12.69

(AS 6)
Regional provider B
(AS 3)
Customer S
(AS 7)

•

192.4.54
192.4.23

Speaker for backbone advertises
– networks 128.96, 192.4.153, 192.4.32, and 192.4.3 can be reached along the path
(AS1, AS2).

•

Speaker can cancel previously advertised paths
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